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Introduction: What is this stuff?!?

We need to start with a brief history to motivate SciTags:
● In 2020 the WLCG experiments met with the LHCOPN/LHCONE group
● One main outcome was a desire to better “see” and understand our 

network use.
● To do this the newly formed Research Networking Technical Working 

Group (RNTWG) was tasked with improving visibility of our Research & 
Education (R&E) traffic ANYWHERE in the network.

Thus “SciTags” was born…
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SciTags: Purpose & Impact

● What: SciTags enables metadata tagging of scientific data and workflows 
○ Improves reproducibility and discoverability  
○ Supports FAIR data principles and provenance tracking  
○ Facilitates efficient data sharing across collaborations
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https://www.scitags.org 

https://www.scitags.org


Scitags Framework Rationale

● Open platform to be used by any data-intensive science community
● Identify the owner (experiment) and purpose (activity) of the 

traffic 
● Define a standard(s) for exchange of information between scientific 

communities, sites and network operators
● Packet marking - encoding exp/activity directly in packets
● Flow labeling - sending a separate UDP packet (firefly) with metadata

● Enable tracking and correlation with existing network flow 
monitoring and/or existing monitoring systems deployed by R&E 
networks

● Quantify global behaviour and analyse trade-offs at scale
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How scitags work
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The SciTags Coverage (March 2026)
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Currently processing around 4M fireflies/day vs. 6-8M transfers/day seen in WLCG FTS
● Our coverage likely exceeds WLCG FTS; we can see also WN transfers & xrootd

We’re missing major T1s and T2s (that run dCache): 
● BNL, FNAL, IN2P3, PIC, KIT, TRIUMF, AGLT2, MWT2 



History of SciTag Fireflies in dCache

We started soliciting dCache support for SciTags/Fireflies March 11, 2022 (v7.2)

Initial testing at AGLT2 (with Tigran’s help) for version 8.2 in Fall of 2023

First Proof-of-Concept (PoC) version ready for 10.2 in Summer of 2025

Production support was targeted for 11.2

● 11.2.0 had a bug that was missing support for https
● 11.2.2 added meta data but had a bug start-time=end-time, so no bandwidth
● 11.2.3 worked with correct meta-data but did not send “start” fireflies
● 11.2.4 seems to be completely working (released on Monday, May 4, 2026)
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Configure SciTag Fireflies in dCache (11.2.4+)

Primary settings are in pool configuration defaults:
● pool.enable.firefly

● pool.firefly.destination

● pool.firefly.excludes

● pool.firefly.vo-mapping

● pool.firefly.storage-statistics

Reference defaults: skel/share/defaults/pool.properties.    Typical site configuration in /etc/dcache/dcache.conf:

pool.enable.firefly=true
# Optional additional collector (host or host:port).
pool.firefly.destination=us.scitags.org:10512
# Optional list of subnets to exclude from marker emission when BOTH endpoints are local.
pool.firefly.excludes=10.0.0.0/8,192.168.0.0/16
# Fallback mapping when transferTag is missing (keys are lower-cased VO names).
pool.firefly.vo-mapping=atlas:2,cms:3,lhcb:4,alice:5
# Include storage statistics in end markers.
pool.firefly.storage-statistics=true

Notes:

● If pool.firefly.destination is unset, markers are sent only to the peer host at UDP 10514.
● If set, dCache sends an additional copy to that collector (unless it equals the primary destination).
● Exclusion requires both source and destination addresses to match configured local subnets.
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SciTags: Recent Developments
o Expanded tagging: Now covers more data types and workflow stages
o Significant debugging on units and proper plotting on Grafana

○ See https://dashboard.stardust.es.net/goto/bfl6fkh52a8lcf?orgId=2 (v3 dashboard)
○ Main at https://dashboard.stardust.es.net/goto/efl6fs225lp8gc?orgId=2 (default)

o Community adoption: 
○ Good use in USCMS
○ USATLAS ramping up
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SciTags: Roadmap & Next Steps

Broader integration: Extend to additional science domains (e.g., HEP, 
bioinformatics)
Deployment and use of Flowd-go to support additional options via plugins.
- Can allow dCache to do IPv6 Packet Marking

Automation: Develop tools for automated metadata tagging within workflow 
managers and corresponding R&E collectors automating the accounting.
Upcoming events: 
● Summer mini-challenges will incorporate the use of SciTags 

○ dCache golden release (v11.2.4+) allows dCache sites to participate
● DC27 will feature SciTags as part of the testing

○ Goal: Have at least 80% of our traffic identified via SciTags.
○ dCache represents the largest WLCG storage and is critical for this goal

See LHCONE/LHCOPN presentation for more details
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https://github.com/scitags/flowd-go
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Summary & Next Steps
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Summary

● We have dCache fully functional for sending SciTag fireflies with 11.2.4+

● We have monitoring tools to track the results (see ESnet Stardust page)

● More work to do on capturing “live” fireflies and improving monitoring and 
integration with other network data (netflows and experiment’s monitoring)

● Global deployment of SciTags to reach the 80% traffic coverage before DC27
○ We need to push all dCache sites to deploy 11.2.4+ AND configure SciTags

● Future work to add in “packet marking” for IPv6 packets, putting the experiment 
and activity directly into each IPv6 flow-label header field
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Summary and Conclusion

●

Questions or Comments?
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See SciTags website https://www.scitags.org

Flowd-go source code https://github.com/scitags/flowd-go 

Other SciTags presentations

Scitags: A Standardised Framework for Traffic Identification and Network Visibility 
at the 2025 XRootD and FTS workshop in Barcelona

Talks at the Spring 2026 LHCOPN/LHCONE meeting 
https://indico.cern.ch/event/1602404/ 

15

Useful URLs to Reference

https://www.scitags.org
https://github.com/scitags/flowd-go
https://indico.cern.ch/event/1542060/contributions/6710220/attachments/3154683/5603012/20251015%20SciTags.pdf
https://indico.cern.ch/event/1602404/


dCache Has SciTags in Production

One longstanding goal has been to get SciTags support in “production” dCache
As of the end of January 2026, the new dCache “Golden” release was ready (11.2)
However, testing at AGLT2 showed it only worked for xrootd and http…?!
Turns out the fix was simple (see below) and 11.2.1 is being release imminently!
Tier-2s may have it in production in a few weeks.  Tier-1s will wait for end of Run 3
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Network Visibility and Scitags

o Scientific Network Tags (scitags) is an initiative promoting identification of the 
science domains and their high-level activities at the network level.

o Experiments/Collaborations can better understand how their network flows 
perform along the path
○ Network performance studies, sites profiling

o Research and Education Network Providers gain visibility into sources and 
purpose of the network traffic
○ Enable tracking and correlation of network flows with REN systems
○ Facilitates debugging and capacity planning
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