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You, your laptop, 

and somebody else

how to work together, with help at hand



• Know how to use Identity Services & Federated Login

• Know how to send big files: Surf File Sender

• Know how to find and use SurfDrive and CernBox

• Understand which services are safe to use and which are not 

• Know how to use collaborative tools like Mattermost

and some other nice collaboration services …

• Security and safety in collaboration – ready to take on the world?
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Objectives for this session
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Actual collaborations

Left image source: GGF 2003, by way of Ruth Pordes: Paradyn and Condor Week 2004; Photo on the right by Valiant Made on Unsplash

https://unsplash.com/@valiantmade
https://unsplash.com/photos/UrzN-8K1PCE
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Services for collaboration



Global WiFi access for research & education

• same SSID everywhere

• same authentication method (802.1x + EAP)

• your name and password are never

revealed to the visited site, only to Nikhef

• Through an encypted tunnel (TTLS) to 

send your credentials (PAP), 

or asymmetric authentication with certificates (TLS)

Many places: all Dutch R&E sites, a private home in Utrecht, 

Geneva airport, all bus stops in Poznan, Australia, UNLP La Plata …
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The most simple service to get out of your laptop

eduroam: Klaas Wieringa et al., image from https://eduroam.org/how/, GEANT ; use the eduroam CAT tool, the Nikhef helper app, or go to https://wiki.nikhef.nl/ct/Eduroam

Do you also have a UvA account? Login to 

eduroam using Nikhef credentials or use the 

“NIKHEF” network – otherwise you cannot 

print here (but your printing will go to the UvA
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Federated Authentication and Authorization Infrastructure

Image: AARC NA2 training module “Authentication and Authorisation 101” - https://aarc-community.org/training/aai-101/



7 You, Your Laptop, and Somebody Else - Nikhef CC 2022

Many organisations

Shibboleth IdP image and SAML2 auth flow by SWITCH (CH)
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Federated identity - SURFconext

Image: SURFconext dashboard, https://profile.surfconext.nl/



To a single system or service relatively simple

• per-system identity (username) and secrets (e.g. password or TOTP token)

• server-side: list of valid users and (salted and hashed) secrets
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Authentication – who are you

Passport image: cropped from original by Jon Tyson on Unsplash https://unsplash.com/photos/Hid-yhommOg



• you may need to ‘collect’ assertions 

bound to your identity to gain access to services
• like visa, bound to your entity through either Nikhef, or

• a community attribute authority (VOMS, IAM Proxy, …)

• in the collaboration cases here

the assertions you collect 

from the Nikhef Identity Provider (‘SSO’) are enough

• Service provider ultimately determines access
• although some have a very ‘open’ policy, like we do for eduroam network access
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Authorization: what you are allowed to do

USA visa image source: https://2009-2017.state.gov/m/ds/rls/rpt/79785.htm
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SAML federation and Nikhef SSO

SAML WebSSO flow image: SWITCH, CH

“SAML2.0” login flow

Try at https://attribute-viewer.nikhef.nl/



Although you may not think about it all the time …

• your personal data is sensitive (and can be used for identity theft)

• the data you store and share can also be sensitive
• your appraisals and C3 documents should probably not be world-readable 

by a random ‘free’, ‘cloud’ provider- not should your email (since you mail those documents)

• Nikhef data can be sensitive as well: we got it under ‘non disclosure agreements’ from suppliers, or work 

with industry (e.g. in Detector R&D)

• Or can be dual-use (even if you don’t realise it)

So, while you collaborate freely:
• never, ever, put your Nikhef password in another service than @Nikhef (that’s why we have federation)

• use Nikhef-endorsed services for sharing personal and sensitive data, which includes email

• we want you to collaborate, and rely on your cooperation
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Not all services are created equal

See https://wiki.nikhef.nl/nikhef/ctb/NikIDM/Services (accessible from within Nikhef and on eduVPN) for federated services and attribute release

https://wiki.nikhef.nl/nikhef/ctb/NikIDM/Services


FileSender
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‘I want to send a big file to Jane Doe’
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Email is only for very small files 

• order kilobytes (and less than 1MByte)

• only to one recipient – otherwise the size just multiplies

• and even then: how many times did you discover a mistake just after sending?

For sharing larger files

• SURF FileSender: trusted, and potentially encrypted, sending of large files
• can be even a terabyte or so 

• you can also issue vouchers so others can upload files to you

• SURFdrive (or CERNbox) sharing links
• you can still update the documents after sending the mail

• integrated in your sync-n-share environment

• total file size up to 500 GByte
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Sending larger files



https://filesender.surf.nl/

• Unlimited file size

• Federated login

• Download notification and statistics, overview of pending transfers

• Can send mail directly or give you a link

• 3 week download period, 2 months upload window

• Safe and private storage at SURF (Amsterdam)

• Transfers can be encrypted (send key out of band)

• Endorsed, trusted service (obviously ad-free)
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FileSender

https://filesender.surf.nl/


SURFdrive and CERNbox
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Collaborative Sync & Share Services, a.k.a. ‘CS3’
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Sharing files and collaborative documents, results, papers, or your photos

• SURFdrive (and CERNbox that uses the same technology)

• 500 GByte

• you can create project/group folders (but use wisely)

• share with people in NL universities and institutes, with invited guests, 

or fully public links for everyone else in the world

• collaborative editing using Collabra OpenOffice

• web-based and sync-client access

• not encrypted at rest (but the people at SURF are not looking at your data)

Then

• Nikhef AUP is pretty open on how to use that 500 GByte on SURFdrive

• CERNbox subject to OC5 and OC11 

17 You, Your Laptop, and Somebody Else - Nikhef CC 2022

Collaborative Sync-and-Share Service (‘CS3’) for files
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SURFdrive

Web interface at https://surfdrive.surf.nl/ - client download at https://www.surf.nl/en/downloads-for-surfdrive or use the OwnCloud client (if you already run OwnCloud)

Also provides

• 30-day roll-back 

of changed or deleted files

• limited protection against 

ransomware (restore of 

‘everything’ is quite hard)

https://surfdrive.surf.nl/
https://www.surf.nl/en/downloads-for-surfdrive
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Folder sync connection and VFS virtual file systems

try it live!
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But this is also a great way of working on documents

Example above from CERNbox, editing a markdown file. It also works on Word documents, spreadsheets, and presentations. 
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Also on SURFdrive

https://surfdrive.surf.nl/files

https://surfdrive.surf.nl/files


• you can share with all SURFdrive users

• groups also can contain ‘externals’ (NL & guests)

• group folders are like ‘/project’ for collaboration
• are 500 GByte each maximum, max 5 per person,

• are charged per group folder, so don’t overdo it 

• it is possible to create guest accounts for 

external collaborators

• it is not a backup solution! it is ‘sync-n-share’ for 

documents, drawings, pictures, &c
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SURFdrive allows to share with groups, and more



For CERN users only – sorry for the rest

• CERNbox is linked 

to SWAN and EOS

• usually 1 TByte

• share with CERN users only

(or fully public links)
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CERNbox – same technology, with some extras @CERN

https://cernbox.cern.ch/
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SWAN K8S

https://swan.cern.ch



From a distance …
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chat & zoom
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Our community has a long tradition of remote collaboration

• Zooms (many of these) … after having VRVS, Evo, and Vidyo

• Indico … based on CDS Agenda

• lately: many chat clients as well

Also here, not all tools are appropriate for what we need

• especially for video, which is very personal, use endorsed systems
• we, SURF, and CERN reviewed Zoom as ‘ok’. If your university has settled on Teams, OK as well

• for chat discussing personal or sensitive matters, use a trusted system
• realise that ‘who talks to whom’ is also sensitive, so e.g. Signal is much better than WhatsApp
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A multitude of options



Every employee (incl. staff at all partners and all PhDs) at Nikhef can get zoom 

but the number of licenses is limited, so ask helpdesk if needed for upgrade to 

• up to 500 attendees per meeting

• up to 500 in a webinar

• recording included (will be visible to participants)

• unlimited duration

and use Nikhef SSO login to get the right privileges

https://nikhef.zoom.us/
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Video conferencing

https://nikhef.zoom.us/
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Zoom login – use SSO to get the Nikhef benefits!

https://nikhef.zoom.us/ for web management interface. 

https://nikhef.zoom.us/


On Zoom you create ‘meetings’, and thus is unlike VRVS or Vidyo ‘rooms’

• meetings can be one-off, recurring, or continuous

• you can create meetings as needed, also a new one every time

• you must protect your meetings with either a passcode, or a waiting room
(after all the incidents with ‘Zoom Bombing’ in early 2020)

• invite link can include the pass-token as well

• for webinars (few talking, many listening), you can create series of 20

and webinars do not need a password to listen in (and you ‘promote’ speakers &c)

To connect use a Zoom client, web browser, PSTN phone, or H.323 room system
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Creating zoom meetings
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Now what about … ‘just chat’?

https://xkcd.com/2699/ (thanks for finding this, Dennis!)

https://xkcd.com/2699/
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But of course we know …

https://xkcd.com/927/

https://xkcd.com/927/


Nikhef hosts its own mattermost server for everyone

• linked also to Gitlab@Nikhef to have project chats

• login (via Gitlab) using Nikhef SSO

• you can invite anyone from the academic community on Mattermost
• some new domains will have to be whitelisted – they can already authenticate

• ask the helpdesk to enable new domains for Gitlab

https://mattermost.nikhef.nl/

CERN also has Mattermost linked to SSO (https://mattermost.web.cern.ch/)

But: you can have multiple servers in the same client (so Nikhef, CERN, Ligo, …)
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The ‘Nikhef default’ chat system: mattermost

https://mattermost.nikhef.nl/
https://mattermost.web.cern.ch/
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Mattermost login dance (saves us € 36000 per year)

https://mattermost.nikhef.nl/

https://mattermost.nikhef.nl/


Collaborative services 

just to make folk happy
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surfspot.nl

edu.nl - when typing becomes too much

eva - eduroam Visitor Access 

cern login - for ‘medium-assurance’ services like Indico

… and many more federated things, from IWGN to …

34
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Cheap or free software and hardware … SURFspot

https://surfspot.nl/

https://surfspot.nl/


For short messages on mastodon, or for persistent 

URLs to (changing) destinations

https://edu.nl/

• tracking-free short links

• can change after creating the shortcut

• get high-level statistics

• save fingers and characters on (social) media
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Being kind to your colleagues’ fingers

Note: bitly and others rely on click tracking behaviour and collect lots of data from visitors, abusing your friends. And only works with JavaScript. Edu.nl is ad-free as well

You, Your Laptop, and Somebody Else - Nikhef CC 2022

https://edu.nl/


“eduroam Visitor Access enables higher education and research institute visitors to 

access the secure and trusted eduroam Wi-Fi network. The service can provide 

temporary access to the eduroam network on a simple and suitable manner.”

https://eva.eduroam.nl/en/

• you get one, or a range, of temporary accounts (lile “awfcu@edu.nl”)

• identified by email (kind-of a recursive loop), or SMS on their mobile 

• by default: 10 visitors per Nikhef user at a time, max. 9 days validity

• need more? ask the helpdesk to enable it for your

• our secretariat can create large (600 people) events

• also useful for temporary ‘loan’ laptops or other non-personal devices when off-site

• federated service through SURFconext

37 You, Your Laptop, and Somebody Else - Nikhef CC 2022

eduroam visitor access – gets you instant popularity

https://eva.eduroam.nl/en/
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the recipient gets a mail or text message



For CERN services at assurance level ‘4’ (e.g. Indico), you can use Nikhef SSO login
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CERN SSO proxy

however, works only for the ‘new’ CERN SSO services (and not for EDH or lxplus)
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More federated collaborative services

https://wiki.nikhef.nl/nikhef/ctb/NikIDM/Services

from within Nikhef (eduVPN or on-site)

Since logging in securely without passwords, we have a open authentication policy. Federated login is always safer 

than creating yet-another-password. But: please review what attributes get release on the SURFconext dashboard.

https://profile.surfconext.nl/ and on https://sso.nikhef.nl/

Please note that the necessity of attribute release may or may not have been reviewed by Nikhef or SURFconext. 

Please refer to the term and conditions (if displayed), the information presented about the entity, and any trust 

marks associated with the entity (such as "Research and Scholarship" as an entity category).

To review the attributes released to service providers, an overview of released attributes and their values for each 

user is managed by SURFconext at https://profile.surfconext.nl/ (user login required - you will be required to release 

the attribute above to access the Profile service) O
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https://wiki.nikhef.nl/nikhef/ctb/NikIDM/Services
https://profile.surfconext.nl/
https://sso.nikhef.nl/
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SURFconext Profile

https://sso.nikhef.nl/

https://profile.surfconext.nl/my-services

https://sso.nikhef.nl/
https://profile.surfconext.nl/my-services
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‘Grid’ authentication certificates

renew now (in 2024!)

https://ca.dutchgrid.nl/tcs/ and https://www.nikhef.nl/pdp/doc/news/renew-your-grid-certificates-in-2024

TCS is a SAML Service Provider (today by Sectigo) 

to eduGAIN: where eligible authenticated users obtain

client certificates for access to many research services

A globally recognized identity for all employees & students (they are automatically eligible!). 

https://ca.dutchgrid.nl/tcs/


Talking to somebody else…

but to whom?
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Collaboration beyond tools and

some words on security

44



Why security & privacy?

human behaviour + technology + process + physical security
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Collaboration and our open environment

slide: Ronald Starink, Nikhef

You!

Nikhef CT
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Example: phishing and credential theft

Image: Ronald Starink
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Example: phishing and credential theft

Image: Ronald Starink

security@nikhef.nl

+31 20 592 2200

emergencies out of office 

hours: 020 592 5090

mailto:helpdesk@nikhef.nl
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that you are free to use
downloads? only Open Source 

– since you cannot on your own 

agree any other license for ‘work’



Protection of personal data of identifiable individuals and data leaks must be 

formally reported (e.g. stolen laptops, phones, &c), so please:

• Don’t collect, store or publish personal data

Unless strictly needed → need it anyway: you must register processing

• Encrypt harddisk, drives (also backup!)

• Lock your computer’s screen

• Be careful with free online services

If the service is free, you are the product

• Possible privacy incident → report to privacy@nikhef.nl
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Complementary aspect: Privacy and ‘GDPR’



Is it a good idea to publish this on your personal home page?
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Quizz
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Knowledge safety

https://www.rijksoverheid.nl/documenten/kamerstukken/2020/11/27/kennisveiligheid-hoger-onderwijs-en-wetenschap

https://www.loketkennisveiligheid.nl/

Don’t feel good? contact pietervb@nikhef.nl & infosec@nikhef.nl …

https://www.rijksoverheid.nl/documenten/kamerstukken/2020/11/27/kennisveiligheid-hoger-onderwijs-en-wetenschap
https://www.loketkennisveiligheid.nl/
mailto:avr@nikhef.nl
mailto:ronalds@nikhef.nl


“as open as possible, as closed as necessary”

Four guidelines – of which 2-3 are relevant for you

• Secure foreign business trips

• Secure visitor procedure

• Secure (international) collaboration

• Secure recruitment and selection

Most importantly: they are risk-based, and you can (and 

in general should) ask for support if you hit a risk

• example: the CT helpdesk has burner laptops on loan

52 In Need of Some Help?

Knowledge safety – know with whom you collaborate

https://intranet.nikhef.nl/kennisveiligheid-knowledge-security/
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One guideline highlighted as example: foreign travel

23.0523-EN-NWO-I-Secure-foreign-business-trips.pdf

For destinations flagged as risky, we then 

provide burner laptops, you must reset any 

credentials used afterwards, and we monitor 

activity from the destination region during 

the trip

Nikhef data and passwords on personal devices 

or phones: also those covered by the Guideline



Don’t know where to start? CT Knowledge Base!

• https://kb.nikhef.nl/ct

Wonder why it is not working as before?

• https://nikhef.status.io/ - you can also subscribe

Stoomboot full? How does the network look like?

• https://www.nikhef.nl/pdp/

• stbc-users@ list (https://mailman.nikhef.nl/) 

• Nikhef Mattermost #stbc-users channel

and your own group pages for analysis and 

workflow scripts and frameworks
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You are not alone: there’s help – lots of it

https://kb.nikhef.nl/ct
https://nikhef.status.io/
https://www.nikhef.nl/pdp/
https://mailman.nikhef.nl/
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AUP and the data processing notice

https://www.nikhef.nl/aup - the Dutch language version is the authoritative one, but we provide one in English as well. Privacy notice: https://www.nikhef.nl/privacy/

Basic tenet of the Nikhef AUP:

‘be nice to each other, use common sense, and do no harm’

Ask (via the helpdesk of security@nikhef.nl) when in doubt

Same for how your personal data is used: 

• for being able to offer you the service, 

• to identify problems & solve them together, 

• or because you asked us to do so

There are specific policies for job applications, 

visitor registration, and for WLCG. and please help 

us to protect everyone’s data: don’t expose 

personal data by accident (e.g. through mailing lists)

https://nikhef.nl/aup
mailto:security@nikhef.nl


Please ask when something does not work as expected!

if you don’t tell the helpdesk, nobody will know and thus 

nobody will ever fix the issue when it’s broken!

• Generic software (MS office and such)

• Services (mail, wifi, network, backup, printing)

• Hardware (laptop or desktop, monitor, docking station)

• Cables and small things

• Account (password, SSO, MFA two-factor authentication)

• Video conference equipment (OWL)

• …
help the helpdesk help you: can you reproduce it? are you the only one in the group? did you change anything?
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And then there’s the helpdesk and Office Hours

helpdesk@nikhef.nl

+31 20 592 2200

https://servicedesk.nikhef.nl/

H1.20, next to the vide, from 

~8.30 till 17.00

mailto:helpdesk@nikhef.nl
https://servicedesk.nikhef.nl/


Simple thing: don’t try to do everything on your own, use what’s already there!

Nikhef has no dedicated ‘data stewards’ (since most of that is done in our 

collaborations), but we do have data management support

• https://nikhef.nl/pdp/rdm/

• a lot of existing data management plans (not all public)

• contact: rdm-support@nikhef.nl (goes to davidg@, templon@, and ronalds@)

• if you need data management advise for an external future grant or position, also 

ask (we might well be able to help or link you up internationally)

Elsewhere? look for dedicated ‘Data Stewardship’ group or ‘research support’ office
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More practical help … for data management

https://nikhef.nl/pdp/rdm/
mailto:rdm-support@nikhef.nl


Open Science and FAIR data are nice concepts, but it’s easy to drown …

• use provided tools (from your experiment, from Nikhef CT/PDP, from our DCC)

• make sure data is safe and managed (any USB or external drive will fail in the end)

• keep copious logs and use organised (cookie-cutter) and time-stamped notebooks

• don’t expose confidential data inadvertently (e.g. thinking your home page is secret)

The CT documentation has endorsed central services and guides

https://edu.nl/arvc4

Research tooling and some data integrity guidance is on the Nikhef PDP pages

https://www.nikhef.nl/pdp/doc/
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Same thing for processing …

https://edu.nl/arvc4
https://www.nikhef.nl/pdp/doc/


“building reproducible data and software is hard, and takes time …

… yet is an essential part of the integrity and value of your results”

• make sure your data is in the right place when you finish up a chapter
• software in gitlab.nikhef.nl or your collaboration software versioning system (git.cern.ch,…)

• data should not remain on a laptop or home directory, but in dCache (for re-creatable data) or archived 

(/project for things the group will re-use and are ‘smallish’, or 

in dCache + SURF Data Archive, in archive.nikhef.nl, or distributed in collaboration infra for e.g. WLCG)

• notes, logbooks, executable notebooks: in /project with good descriptive meta-data and in 

archive.nikhef.nl or Zenodo (for things that do not need to remain private)

… and if in doubt, talk about this in your group, or with your supervisors, or mail us!
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Open Science (and reproduction packages) helps …

https://intranet.nikhef.nl/personeel-organisatie-po/ and https://www.nikhef.nl/medewerker/els-de-wolf/; 

and for NWO-I RI se https://intranet.nikhef.nl/2022/01/20/vertrouwenspersonen-wetenschappelijke-integriteit-confidential-advisers-scientific-integrity/

https://intranet.nikhef.nl/personeel-organisatie-po/
https://www.nikhef.nl/medewerker/els-de-wolf/
https://intranet.nikhef.nl/2022/01/20/vertrouwenspersonen-wetenschappelijke-integriteit-confidential-advisers-scientific-integrity/


General computing, login, mail, eduVPN helpdesk@nikhef.nl or tel:+31205922200
mattermost, zoom, account reset, SURFdrive, …

Stoomboot and local dCache stbc-users@nikhef.nl for self-help 

Mattermost: Nikhef-members#stbc-users

How to best use distributed computing stbc-admin@nikhef.nl, grid.support@nikhef.nl

Security concerns or incidents security@nikhef.nl or tel:+31205925090

prefer to read up? https://kb.nikhef.nl/ct/ for all answers!

Office Hours in the central Vertex

every 1st Thursday of the month at 1300, 

cake for everyone with an ICT question!

and there’s https://nikhef.status.io/
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mailto:helpdesk@nikhef.nl
tel:+31205922200
mailto:stbc-users@nikhef.nl
mailto:stbc-admin@nikhef.nl
mailto:grid.support@nikhef.nl
mailto:security@nikhef.nl
tel:+31205925090
https://kb.nikhef.nl/ct/
https://nikhef.status.io/
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