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Goal of Information Security Management (ISM)
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“ensure confidentiality, integrity and availability”

“protecting sensitive data from threats and vulnerabilities”

In our heterogeneous EOSC at large, founded on subsidiarity, this translates to

• primum non nocere: do no harm to interests & assets of users
• not expose other service providers in the EOSC ecosystem to enlarged risk 

as a result of their participation in EOSC
• be transparent about infosec maturity and risk to its customers and suppliers 
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The European Open Science Cloud
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EOSC Future Security and Trust

From promoting and 
monitoring capabilities 
to managing core risk

The basic tenets for EOSC ecosystem security

Photo Hippokrates tomb: Melania Stubos, CC-BY-SA-3.0
http://himetop.wikidot.com/hippocrates-funeral-monument

A service provider should
• do no harm to interests & assets of users
• not expose other service providers 

in the EOSC ecosystem to enlarged risk 
as a result of their participation in EOSC

• be transparent about its infosec maturity and 
risk to its customers and suppliers 

this means some minimum requirements in the EOSC Core … and Exchange
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How the security coodination team supports a trusted EOSC
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Risk-centric self-assessment framework

• based on federated InfoSec guidance including WISE SCI

Baselining security policies & common assurance

• AARC, REFEDS, IGTF, PDK & practical implementation measures

An incident coordination hub and a trust posture

• spanning providers and core, based on experience & exercises

Actionable operational response to incidents

• EOSC core expertise to support resolution of cross-provider issues

Fostering trust through a known skills programme

• so that your peers may have confidence in service provider abilities

WISE SCI: wise-community.org/sci
AARC&c: aarc-community.org, refeds.org, igtf.net 
PDK: aarc-community.org/policies/policy-development-kit
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How the Information Security Process helps
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EOSC ISM differentiates between Core and Exchange
• Core: mandatory adherence (and pro-active support from the security team)

since the security of the Core services underpins the whole EOSC ecosystem
• Exchange: based on Interoperability Framework (& ‘RFC2119 RECOMMENDED’)

Participants are autonomous
• but subscribe to shared commitment of maintaining trustworthy & secure EOSC

We need everyone’s help in incident response and ‘drills’ (that also a lot of fun!)
• for the Core services, expert forensics support is provided for if desired
• in the Exchange, coordination and liaison are the primary tasks of the CSIRT

but the EOSC CSIRT will of course help where it can!
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Structuring security for the EOSC

1. Information security risk assessment framework based on SCI and a maturity 
model – targeting connected services as well as data, and correlated risks

2. Coordinate security policies for a baseline aligned with the Rules of 
Participation of the EOSC, and the EOSC AAI federation – ensuring transparency 
for the ‘risk appetite’ of the participants

3. Mechanisms for coordination and resolution of incidents through Information 
Security Management (ISM) processes – leveraging WISE community and Sirtfi, 
and enabling the (tested) framework for information sharing

4. Security operations and incident response capabilities related to or affecting 
the EOSC Core (in relatively broad sense) - with content and service providers
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Information Assets in the EOSC
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Subsidiarity

• core service providers are subject to the EOSC Core Agreement, but the 
operating entities are the primary responsible for their own services

• exchange service providers bring their own (existing) services, and join based 
on the EOSC Rules of Participation, the On-boarding Agreement, and the AAI

Hence the assets that the EOSC Security sees are services, 
including the data and digital objects they manage, but 
not their hardware, service components, middleware, or people

this provides the touchstone for the ISM policies, following the EOSChub model
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Policy – a baselining approach for AUP and Operations
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Common AUP (based on WISE AUP) – required for core 
services to ensure consistency, strongly recommended 
for all services and for community AAI proxies

EOSC Security Operational Baseline
a mere 12 points that make you a trustworthy provider 
organisation towards your peers and the EOSC

Users don’t like to click! So show a common 
baseline AUP for most services - only once
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EOSC Security Operational Baseline
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Co-development of EOSC Future & AARC Policy Community
• version based on UK-IRIS evolution of the AARC PDK
• specifically geared towards the looser EOSC ecosystem
• mindful of urgent need for collective coherent response

EOSC consultation together with AEGIS, AARC, and GEANT EnCo
• complemented by an ‘FAQ’ with guidance and references, but 

no new standards: ‘there is enough good stuff out there’
• leverages Sirtfi framework
• part of the EOSC SMS, endorsed by TCB, in Core Participation Agreement
• submitted as part of the EOSC I/F

Joint input to the new WISE AARC Service Operational Policy work in SCI?
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EOSCSMS – EOSC Security Operational Baseline & FAQ
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https://wiki.eoscfuture.eu/display/PUBLIC/EOSC+Security+Operational+Baseline
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EOSC Interoperability Framework (processing queue)
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https://wiki.eoscfuture.eu/display/PUBLIC/EOSC+IF+Guidelines+overview
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Planning the rest of EOSCF

For D7.5b in M27 (June 2023)
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Risk …
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Processes and exercises
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Baselines
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What we anticipated in D7.5a
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