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About KENET

e Strong governance structure with founder
members as Trustees. Keeps KENET close
to the members , focused on their needs
and listening to their problems.

- » Recognized as NREN by the government of
|  Kenya



Online CA Architecture

CRL and COCSP URI
In Certificate Profiles |

EJBCA VA Publishing

e —
-

Responder

O

Public CA
Repository




Gemalto HSM

 Components

- Gemalto ID Prime
MD 3810 smart
card (FIPS 140-2
Level 3)

- Gemalto ID Bridge
K30 (Card Reader)

- IDGO 800
Minidriver for

Ubuntu Linux
12.04




Order of events

 Virtual servers in the beginning (Ei4Africa)
» Migration to physical servers
» Installation of EJBCA (recommendation

from DFN)
« EUGIrdPMA online CA guidelines
 The HSM experience/saga

* Collaboration with NIIF CA (Use Gemalto
Token)



Order of events

* Purchase of Gemalto HSM
» Attempt at open source drivers
e IDGo 800 mini driver for Ubuntu Linux 12.04

 Re-installation of OS, EJBCA and
configuration

 |nstallation and configuration of driver
appropriately

» Key Generation Ceremony



KENET CA Key Generation
Ceremony

* CA Key (2048 bits) securely generated in
offline laptop and exported to HSM

» Key Is protected by pass phrase

* Copies of the private key backed up In
offline medium




Setup Costs

« CA Server - $2,500

* VA Server - $2,500

« HSM bundle - $760
« Offline Laptop — $700
» Total - $6,460




Challenges

o Splitting of CA
« HSM Integration




KENET CA Overview

« KENET CA is a self signed root certification
authority. It doesn't issue certificates to
subordinate CA's

« KENET CA issues certificates to mainly
research and higher learning institutions

» CA system consists of 2 servers

- 'Offline' CA signing server
— Public repository / Validation Authority




KENET CA CPICPS

e Version 1.0.1 — June 2nd 2015
o Structured as per RFC 3647
 Under review




KENET CA General Provisions

KENET CA will operate in accordance with
all provisions of CP and CPS

KENET CA operates a secure on-line
repository (https://ca.kenet.or.ke)

The on-line repository runs with an
availability of 24x7, liable to reasonable
scheduled maintenance

Interpretation of CP and CPS Is subject to
Kenyan Law


https://ca.kenet.or.ke/

KENET CA Name Forms

* |Issuer: DC=ke, DC=kenet, O=Kenya Education Network
Trust, OU=Research Services, CN=KENET CA

e Subject (users): dc=ke, dc=kenet, O=INSTITUTE,
OU=INSTITUTE DEPT/UNIT, CN=commonName

Subject (Hosts): dc=ke, dc=kenet, O=INSTITUTE,
OU=INSTITUTE DEPT/UNIT, CN=commonName

Subject (services): dc=ke, dc=kenet, O=INSTITUTE,
OU=INSTITUTE DEPT/UNIT, CN=commonName




Physical, Procedural & Personnel
Security Controls

 CA operates In a controlled environment at
KENET University of Nairobi data centre

* Physical access restricted to authorized
personnel

* Building under CCTYV survelillance

* Both servers (including HSM) running off the
same cabinet




Expectations

« Added value to our R&E network
* Transform and improve research




Questions

rosure@kenet.or.ke
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