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• DarkMatter Established Public Key Infrastructure Business Unit in 2016 after award of UAE National 
PKI Operator contract

• DarkMatter PKI established UAE National Private Roots and Cross-signed Public ICAs in 2016 running in 
international WebTrust audited datacenters. Began outfit of in-country DCs.

• DM PKI obtained IGTF accreditation for Publicly Trusted Host and Client Issuing CAs in 2017 cross-
signed under QV Roots

• DM PKI in-country operations achieved full WebTrust in 2017, subsequently moved all international 
operations to DM WebTrust certified datacenters & procedures.

• DM PKI changed name to DarkMatter Trust Services in response to expanded scope in 2017

• DM began UAE PASS initiative to establish national strong authentication and digital signing platform 
primarily based around mobile accessible DigitalIDs

• DM IGTF CA (Private Trust) established in 2018 and IGTF Accredited

• DM Trust Services achieved second consecutive WebTrust Audits in 2018

A Brief History of DarkMatter Trust Services

DARKMATTER TRUST SERVICES



• Ankabut in the UAE

• The Ankabut Project is the UAE Advance Network for Research and Education 

• Founded in August 2006 by Khalifa University, Institute of Applied Technology, United 
Arab Emirates University, Zayed University and Higher Colleges of Technology

• Currently has 26 Universities as participating members

• Wish to provide members access to National Grid Initiatives and also EGI participation

• DarkMatter primarily sought IGTF Accreditation so it would be in a position to provide 
Ankabut services needed to participate in target initiatives

• Potentially not required for national grid initiatives but why not kill two bird with one 
stone?  

• DarkMatter is open to providing certificate services to other national grid communities

• Today, Public Trust grid certs will only be issued within UAE

• IGTF or Private Trust grid certs can be issued globally if desired by contract of 
appropriate RA

• Public Trust grid certs can be facilitated for any global location

DARKMATTER + IGTF



• DarkMatter is currently IGTF accredited for 3 Classic CAs 

• Public Trust Originally audited QV CP/CPS operated with DM RAs, now audited under DM 
CP/CPS & RAs 

– DarkMatter Assured CA (Grid Client)

– DarkMatter Secure CA (Grid Host)

• IGTF Trust Only (Private Trust) audited under DM CP/CPS & RAs

– DarkMatter Private Root CA G4 (Private Root)

– DarkMatter IGTF CA (Grid Host and Grid Client)

DARKMATTER + IGTF
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• IGTF HOST Classic CA 
provider created 2016, 
accredited January 2017: 
DarkMatter Secure CA

• QV CP/CPS + DM RA

• DM CP/CPS & RAs

• IGTF CLIENT Classic CA 
provider created 2016, 
accredited January 2017: 
DarkMatter Assured CA

• QV CP/CPS + DM RA

• DM CP/CPS & RAs

DarkMatter IGTF CAs

DM Public Trust

1

• IGTF CLIENT and HOST 
Classic CA provider 
created 2017, accredited 
2018:

• DarkMatter IGTF CA

• DM CP/CPS & RAs

DM IGTF Private

2

• DarkMatter Trust Services 
is transitioning to 
DigitalTrust LLC

• Existing DM accredited 
CAs have completed self-
audit review

• Results to be presented 
later in this presentation 

• Future WebTrust audits 
will be completed under 
DigitalTrust LLC

DM Audits

3

• DarkMatter Trust Services 
is transitioning to 
DigitalTrust LLC

• Same personnel, same 
locations, different legal 
entity

• Next audits to be 
completed as 
DigitalTrust 

• Namespace adjustment 
request pending

DigitalTrust IGTF

4
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Introducing DigitalTrust

02
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A world where the systems 
and processes underpinning 
digital transactions are 
secure and trusted to 
enable the full benefits of 
digital commerce.

Our trust services are based on maintaining confidentiality and 
integrity of the data and strong authentication of parties to a 
transaction.

We are the only commercial Certification Authority (CA) based in the 
Middle East providing an end-to-end service with the credentials, 
signing system and supporting consultancy services. We provide the 
full spectrum of trust services to our customers so that they have a 
locally trusted source of all services.

VISION

STRATEGY

To be the leading provider 
of the full spectrum of trust 
services in the region, 
enabling trust between 
parties for secure 
transactions.

MISSION
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The DIGITALTRUST business provides Public Key Infrastructure (PKI) and identity services, utilized to secure web sites, 
web services, TLS communications, supercomputing and research resources. PKI activities are an integral component of 
many unique solutions including Crypto Libraries, Blockchain Software Development kits, Secure Communications 
hardware and applications and advanced Big Data and Analytics tools.  
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We offer managed PKI services at the enterprise, country and 
global community levels, able to prepare trust anchors and 
associated policy and processes necessary to meet certification 
requirements for targeted trust community.

We manage National PKI services for the UAE and Iraq 
supporting governments to establish a best-in-class national PKI 
infrastructure. We created and operate a national Root CA and 
sub-CAs for government and private sector entities. We support 
the design and roll-out of the hardware, certificate lifecycle and 
token management, registration and ongoing system monitoring.

We provide professional PKI advisory and management 
services to organisations implementing their own PKI 
architecture.

We are an official WebTrust certified CA granted WebTrust seals 
of assurance for two consecutive years of operations as a pre-
requisite to being able to issue publicly-trusted digital certificates.

ENABLING SECURE
AND TRUSTED DIGITAL
TRANSACTIONS
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We are trusted in the Gulf region.

The CA business previously managed within DarkMatter LLC has been 
transferred to DIGITALTRUST, a Sole Proprietorship LLC established in 
the UAE in 2016.

Scott Rea manages the CA and trust services business for DIGITALTRUST. 
Scott has built his career on trust principles associated with PKI including 
requirements for publicly trusted, commercial CAs ranging from the first 
commercial CA in the US back in 2000, to the most recent three year 
process for DarkMatter Group (2016 to present). He has also shaped and 
developed national PKI initiatives including the US Federal PKI, UAE NPKI 
and Iraq NPKI.

DigitalTrust is appointed by the UAE Telecommunications Regulatory 
Authority (TRA) to fulfill the following responsibilities in relation to the 
UAE National Public Key Infrastructure (NPKI):      

• Operation of the NPKI technical infrastructure

• Advisory services for governance activities

• Representing the NPKI in Industry Working groups and relevant Trust 
Communities

• Fulfill compliance and regulatory responsibilities for the NPKI 
operations

TRUSTED IN THE REGION
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DIGITALTRUST has accomplished the following key milestones in respect to 
its commercial PKI activities and the UAE NPKI:

• Successfully audited multiple years to WebTrust for CA’s, WebTrust for 
Baseline Requirements, and WebTrust for Extended Validation controls.

• ISO 27001 accredited operations.

• IGTF accredited (research and supercomputing trust communities).

• Trust Services Provider for UAE, under the Telecommunications 
Regulatory Authority (TRA).

• DigitalTrust PKI operates under Service Provider License CSP-[001\17] 
issued by TRA of the UAE on 18th May 2017.

• DigitalTrust Appointed UAE NPKI Operator by the TRA.

• DigitalTrust is a Member of the CA & Browser Forum and active in several 
Working Groups.

• Appointed as sole authorized Certification Authority for deployment of 
the Iraq National PKI.

• Provider of UAE NPKI DigitalIDs under the UAE PASS initiative through 
Managed PKI with Federal Agency for Identity and Citizenship (formerly 
Emirates ID).

• DigitalTrust commercial PKI has been providing public trusted certificates 
since 2016 through cross-signed intermediates since April 2016.

PROGRESS TO DATE
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As the UAE transitions from a petrochemical dominated 
economy to an information and finance driven economy, having 
a secure infrastructure is critical.  DigitalTrust is managing and 
operating the National PKI for the UAE.

DIGITALTRUST operates four Root CAs seeking public trust 
recognition – 2 for the UAE and 2 for commercial purposes and 
other regions.

Embedding the UAE and DIGITALTRUST Roots will facilitate 
seamless trust and cyber security services as UAE residents 
and global DIGITALTRUST clients utilize common digital 
products and platforms.

DIGITALTRUST has completed its WebTrust Point in Time Audits 
for UAE and DIGITALTRUST Roots as well as its WebTrust 
Period of Time Audits (report from KPMG 27 October, 2017) 
with second WebTrust Audit completed on 2 October 2018.

DIGITALTRUST has completed technical interoperability with 
the Authorized Adobe Trust List program.

INCLUSION IN 
INDUSTRY TRUSTED 
ROOT PROGRAMS
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DARKMATTER GROUP: OUR PRACTICES

DarkMatter weaves digital enablement and cyber resilience seamlessly 
into the very fabric of an organization through its five practices:

Provides an ‘always on’ cyber security transformation for businesses 
and governments so that they can safely perform their mission in the 
face of accelerating cyber risks.

Offers ultra-secure unified communications solutions that allow 
businesses and governments to protect their business operations and 
data, giving them control and peace of mind.

Tailors technologies to help governments strengthen their defence and 
security to mitigate risks.

Supports business and governments in digitally and smartly 
transforming their ways-of-working to achieve unprecedented levels of 
operational efficiency and effectiveness. 

Enables businesses and governments in advancing the digital and 
cyber security dexterity of their human capital. 

Additionally, DMG has three independent Affiliate 
businesses:

Conducts vulnerability research, including the testing 
and validation activities it covers across software, 
hardware and telecommunication. xen1thLabs houses a 
team of world-class experts dedicated to providing high 
impact capabilities in cyber security, uncovering new 
vulnerabilities that combat tomorrow's threats today.

Provides PKI and identity services, utilised to secure 
web sites, web services and TLS communications. 

Provides educational consultancy services and talent 
acceleration to strengthen the UAE’s future generations 
of human capital.
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NEXT STEPS

DarkMatter CAs and Trust Services complete transition 
to DIGITALTRUST LLC. Where appropriate, DM CAs will 
be retired and replaced with DIGITALTRUST 
counterparts.

DIGITALTRUST to update accreditation bodies and Root 
Stores with timelines, plans and artifacts.

DIGITALTRUST to transition QV-issued Public Trust 
cross-signed intermediate CAs to a dedicated Root CA 
under DigiCert [NOTE: DigiCert acquired QV TLS 
business in 2018] 

DIGITALTRUST to continue plans to roll out global retail 
capabilities for IGTF accredited HOST and CLIENT 
certifictes
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DarkMatter CA Self-Audit

03



19

DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit
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1 Self Audit completed through independent auditors

2 No control deemed lower than Grade A

3 Namespace may be adjusted in future

DIGITALTRUST Self Audit
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DIGITALTRUST Self Audit

Questions?

Scott Rea
Head of DigitalTrust
Level 12, Aldar HQ
PO Box 113979
Abu Dhabi, UAE

http://digitaltrust.ae

http://digitaltrust.ae/

